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Facility Information

| Agency

Municipality

Information Technology Services
Are you on the NYS Enterprise? [ O Yes | O No
Location of T-1/Data Transmission Lines? | O Buried | O Pole to Building
Are the agency IT services provided by a vendor? [DYes | O No
Please indicate if your IT hardware is on-site: [ O On-Site | D Off-Site
Are the server rooms secure and/or protected? [DYes | CONo
Where are backups sent? | 0 CNSE | O Utica Data Hub/Other
Are system updates performed regularly? [ DYes | O No
How is information stored? TD Hard Drives | O Cloud Service | [ External Server
What is backed up? | 3 Email | O Documents & Data | O Full Disk
g:::;:ﬁ:%m SRMZLT L O Hourly | O Daily | O Weekly O Monthly
System security: O Anti-Virus | [ Intrusion Detection O Firewall
Energy Resources

Primary

Source of prima £J Local utilit . . O On-site generation
energy: g i (FueIIEIectric)i,ty) | vate s (solarlwind?

Location of primary transmission lines: (] Buried | (] Pole to Building
Location of primary fuel inlets: O Buried | OO On-site storag;
Back-Up System(s)

Is there a generator(s) on site? [J Yes | (I No
Are the generators automatic? Ol Yes | [1 No
What fuel does the generator use? | O Natural Gas | O Diesel | O Propane

Facility Security

Is the facility a secure facility, with limited access? [ O Yes | O No
Type of limited access [} Controfled Access by | [J RFID/Ke .
s¥2tem: Security Personnel ’ Card Acces); Pl L
Security Cameras: O Yes | 0 No
Electronically Controlled Locking System: (] Yes | O] No
Security personnel? [ O Yes | O No | Armed? [0 Yes | O No
Alarm System? | O Yes | [1 No | Automatic notification of E-911? [ O Yes [ O No

NYS Continuity Planning Program 5 NYS DHSES OEM Planning
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Facility Emergency Systems Information
Is the agency the only tenants in the building? [0 Yes | ONo
Identify tenants in building: | O LocaliCounty | O State | O Federal | 1 Private
Are there: | O Fire Alarms | O Sprinklers | O Visible Alarms | D) Muitiple exits
Source of water for sprinklers: | O Lake/Pond [EI Building water storage | O Municipal
Are there any backup sources for the sprinklers? D Yes | [1 No
Are there any redundant fire suppression system pumps? OYes | No
Communication O Two-wa O Auto-Broadcast .
Systems: 0 PA System Radio y over Phone O Email Alerts
Is the building equipped with Emergency Lighting? 0 Yes | O No
Is there an Occupant Emergency Plan in place? OYes | (ONo
Frequency of Emergency System | (J Once a OEvery6 | Every3 |0
Tests: year months months Monthly
Water and Air Resources
Water
Primary water source? | O On-site well | O Municipal
Water-treatment | O On-Site | O Off-Site
Air and Ventilation
Where is the air-intake for the building? O Ground-level O Ground- 1 Rooftop
level, secured
Are there exhaust louvers for the O Ground-
building? O Ground-level level, secured O Rooftop
What types of air
filtration is present
for the facility?
Other Information
NYS Continuity Planning Program 6 NYS DHSES OEM Pianning
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Potential Threats and Hazards

External Threats and Hazqr__ds

» Explosions:
- Nuclear Attack: Global War - Radiological Attack: Radiological
- Nuclear Detonation: 10-Kiloton Improvised Dispersal Device(s): Dirty Bomb
Nuclear Devices(s) - Explosives Attack: Improvised Explosive
Device(s)
» Chemical/Biological:
- Biological Attack/Outbreak - Chemical Agent
- Aerosol Anthrax; Plague; Ricin - Blister Agent
- Food Contamination - Nerve Agent
- Animal Disease (Foot and Mouth Disease) - Toxic Industrial Chemicals
- Pandemic Influenza - Chlorine Tank Explosion
» Infrastructure Damage:
- Critical Infrastructure Attack/Failure - Major Fire(s)
- Power Outage (Blackout)
- Communications system failure or disruption
- Water supply contamination/sewage system
failures
- Heating, ventilation and air cooling failures
» Cyber Attack:
- Loss of data or network service
» Economic/Labor/Insurrection:
- Civil Unrest - Demonstrations/Riots
- Labor Dispute - Economic Catastrophe (market crash;
- Mass transit strike loss of confidence)
P Natural Disasters:
- High Winds (hurricane; tornado) - Flood(s)
- Winter Storm - Tsunami
- Major (Severe) Earthquake - Volcano
Process Threats and Hazards
» Inadequate critical supply » Poor process design
» Failure of a partner or supplier » Single points of failure
Internal Threats and Hazards
» Sabotage > s;:::;gl é«; recognize requirements or
» Poor Planning
» Computer system crash 2 Ugelul et
» Disgruntled employee |

NYS Continuity Planning Program 9 NYS DHSES OEM Planning
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Risk Analysis:
Hazard List & Definitions

(All Hazards/Risks should considered under a credible, worst-case scenario; use history as an indicator)

Active Shooter: An individual actively engaged in killing or attempting to kill people in a confined and
populated area.!

Biological Agent Release: Biological agents include bacteria, viruses, fungi, other microorganisms, and
their associated toxins. They have the ability to adversely affect human health in a variety of ways,
ranging from relatively mild allergic reactions to serious medical conditions, even death. Release of any
of these items could be accidental or with the intent to cause harm.?

Cyber Incident: Any malicious act or suspicious event that: Compromises, or was an attempt to
compromise, the Electronic Security Perimeter or Physical Security Perimeter of a Critical Cyber Asset,
or, Disrupts, or was an attempt to disrupt, the operation of a Critical Cyber Asset.?

Earthquakes: Term used to describe both sudden slip on a fauit, and the resulting ground shaking and
radiated seismic energy caused by the slip, or by voicanic or magmatic activity, or other sudden stress
changes in the Earth.4

Fire - External: The phenomenon of combustion manifested in light, flame, and heat. An external fire
refers to a fire which begins outside of the building which houses the agency, such as a wildfire, or a
near-by structure fire, and affects the building which houses the agency.®

Fire - Internal: The phenomenon of combustion manifested in light, flame, and heat. An internal fire
refers to a fire which begins inside the building which houses the agency. The cause of the fire can be
a number of things, as long as the cause is believed to be within the building.®

Flooding - External: A general and temporary condition of partial or complete inundation of two or
more acres of normally dry land area or of two or more properties (at least one of which is the
policyholder's property) from:

« Overflow of inland or tidal waters; or
» Unusual and rapid accumulation or runoff of surface waters from any source; or
« Mudflow; or

. Collapse or subsidence of land along the shore of a lake or similar body of water as a result
of erosion or undermining caused by waves or currents of water exceeding anticipated
cyclical levels that result in a flood as defined above.®

Flooding - Internal: Caused by the events such as broken water pipes, backed up sewer lines, clogged
drains, sump pump failures, plumbing fixture failures, open water valves, and other circumstances,
within the confines of the structure, causing an accumulation of water throughout.”

HazMat Release - External: A hazardous material Is any substance or agent (biological, chemical,
radiological, and/or physical), which is capable of posing an unreasonable risk to humans, the
environment, and property. An external release of sald materials occurs externally to the facility, and
can be through a number of means, including transportation accident, such as vehicle or rail; an
intentional act, where a material has been Intentionally released; or any other number of potentiat
scenarios where a material has been released outside of the facility.?
https/imww.dhs.govixlibrary/assets/active_shooter_bookletpdf

https://www.osha.gov/SLTC/biologicalagentsfindex.htmi

https//openei.org/wikl/Definition:Cyber_Security_incident

https//earthquake.usgs.govilearn/glossary/?ierm=earthquake

hitps//www.merriam-webster.com/dictionary/fire0

hitps:/www.fema.gov/national-flood-insurance-program/definitions#F
hitp:/iwww.capitolcenter.info/pdfinternal%20Flcoding%20Procedures.pdf

hitp//emergency tufts.edu/guide/hazardous-splil!
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Risk Analysis:
Hazard List & Definitions

(All Hazards/Risks should considered under a credible, worst-case scenarlo; use history as an indicator)

HazMat Release - Internal: A hazardous material Is any substance or agent (biological, chemical,
radiological, and/or physical), which is capable of posing an unreasonable risk to humans, the
environment, and property. An internal release of said materials occurs within the confines of the
facility. This can occur through accidental release and exposure, or through means of malice by an
individual .2

Hurricanes / Tropical Storm {Tropical Cyclone): A warm-core non-frontal synoptic-scale cycione,
originating over tropical or subtropical waters, with organized deep convection and a closed surface
wind circulation about a well-define center.

« Atropical storm is a cyclone in which the maximum sustained surface (SST) wind speed is 38
mph or less.

» Ahurricane is a cyclone which has formed in the Northern Hemisphere east of the International
Dateline to the Greenwich Meridian and has a maximum SST wind speed of 74 mph or greater.
Hazards from a tropical cyclone depend on the location of the facility being evaluated, and can
include coastal flooding/storm surge, flooding from precipitation, and wind damage.?

HVAC Fallure: HVAC, or Heating, Ventilation, and Air Conditioning, systems are used to provide
heating and cooling, as well as adequate air circulation and ventilation to a facility. They also are used
to filter particulates from the air to encourage cleaner air for within a location. A fallure of one can be
either from a mechanical/wear-related issue, such as a belt breaking, a short, or some other related
issue; or, it could be as a result of malicious Intent, affecting a facility through its HVAC system.®

IT/Communications Failure: Communication systems are the various processes, both formal and
informal, by which information is passed within a facility, or between the entity and external/internal
partners." IT, or information Technology, is a system of interconnected devices (equipment) used in
the automatic acquisition, storage, manipulation, management, movement, control, display, switching,
interchange, transmission, or reception of data or information.” A failure of either of these systems
constitutes a lack of data transmission, loss of the ability to relay messages between individuals, and
total system loss, if the failure is significant enough. A fallure of IT/Communications systems can be
caused through internal means, such as a glitch or equipment malfunction; or, it can be caused by
external means, such as power supply issues or cyber incident.

Landslides: The movement of a mass of rock, debris, or earth down a slope. These are a type of
“mass-wasting,” or any down-slope movement of soil and rock from the direct influence of gravity.B

Pandemic or Disease Outbreak: A disease outbreak is an event where a disease occurs in greater
numbers than expected in a community or region during a season. An outbreak can occur in a local
region, or extend out to numerous countries; and it can last from days to years. A pandemic is an
outbreak at a global level. The rate of transmission and effect on individuals varies with each
individual and the disease which is being transmitted.*

9. hitps/Mwww.nhc.noesa.gov/aboutgloss.shtmi#t

10. http:/iwww.businessdictionary.com/definition/HVAC, htm!

1. https/iwww.inc.com/encyclopedia/communication-systems.himl

12. htips://definedterm.com/information_technology_system

13. hitpsiwww.usgs.govifags/what a-landslide-and-what-causes-one?qt-news_science_products=7#qt-news_science_products
14. hitps/Amww.webmd.com/cold-and-flu/what-are-epldemics-pandemics-outbreaks#1

NYS Continuity Planning Program 14 NYS DHSES OEM Planning
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Risk Analysis:
Hazard List & Definitions

(All Hazards/Risks should consldered under a credible, worst-case scenario; use history as an Indicator)

Power Outage—Externak A power outage Is a short or long-term state of electric power loss in a
given area or section of a power grid. It could affect a single house, building, or an entire city,
depending on the extent of the damage or cause of the outage. An external outage refers solely to
any outage where the source of the outage occurs outside of the building which houses the agency,
such as a transformer failing.'s

Power Outage—Internal: A power outage Is a short or long-term state of electric power loss in a
given area or section of a power grid. It could affect a single house, bullding, or an entire city,
depending on the extent of the damage or cause of the outage. An internal outage refers solely to the
building which houses the agency losing power due to some internal failure, such as a breaker

tripping.™

Radiological Fixed Site Release: A fixed nuclear facility is a stationary nuclear installation that uses or
produces radioactive materials in its normal operations, and can include power plants and other fixed
facilities. A release of materials could be a |leak in the containment unit, resulting in groundwater and
surrounding area contamination, or it could be as severe as a large-scale release, with potential
plume and air contamination.*®

Severe Weather: Severe weather can include numerous hazardous conditions, such as
thunderstorms, tornadoes, hall, and more." For the purposes of this program, severe weather will
include any and all hazards related to meteorological events, except those that are separately
defined, such as “Severe Winter Storm,” “Flooding—External,” and “Hurricanes/Tropical Storms.”

Severe Winter Storm: A prolonged event involving snow or ice. The characteristics of severe winter
storms are determined by the amount and extent of snow or ice, air temperature, wind, and event
duration.®

Structural Collapse: When internal load bearing structural elements fail, a building will collapse into
itself and exterior walls are pulled into the falling structure. This could be caused by construction
activity, earthquake, or fire, and may result in a dense debiris field with a small footprint. If a structural
collapse Is caused by an explosion or natural forces {such as weather), then the collapse may occur in
an outward direction, resulting In a less dense debris field with a larger footprint.”

15. https/iwww.techopedia.com/definition/13085/power-outage

6. FEMA P-1028, Radiological Emergency Preparedness Program Monual. January 2016,
17. hitps/Awww.ready.govisevere-weather

18. httpsiplanningforhazards.com/file/675/download?token=aECbrv2t

19. https:/mww.oshe.gov/SLTC/emergencypreparedness/guides/structural htmi

NYS Continuity Planning Program 15 NYS DHSES OEM Planning
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Risk Analysis:
Hazard List & Definitions

(All Hazards/Risks should considered under a credible, worst-case scenario; use history as an indicator)

Terrorism: The unlawful use of force and violence against persons or property to intimidate or coerce
a government, the civilian population, or any segment thereof, in furtherance of political or social
objectives.?®

« International Terrorism: Perpetrated by individuals and/or groups inspired by or associated with
designated foreign terrorist organizations or nations (state-sponsored).!

+ Domestic Terrorism: Perpetrated by individuals and/or groups Iinspired by or associated with
primarily U.S.-based movements that espouse extremist ideologies of a political, religious, social,
racial, or environmental nature.?

Water, Sewer, or Natural Gas Failure: A utilities failure is any infrastructure fallure that resuits in the
loss of a key utility, for the purpose of this tool that is limited to Water, Sewer, and/or Natural Gas, as
other utilities are highlighted as standalone hazards. This loss of utility could be a secondary hazard
caused another event, either natural, technological, or human caused; or, it could be a standalone
event. These three utilities also pose their own consequences and secondary (or tertiary) hazards,
such as loss of potable drinking water, hazardous materials release, and/or explosion/fire.22

20. https/iwww.law_ cornell.edu/chritext/28/0.85
21. hitps:/iwww.fbi.goviinvestigateiterrorism
22. http/iwww.ucapd.org/index.php/utility-failure/

NYS Continuity Planning Program 16 NYS DHEES OEM Planning
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Hazard/Risk Assessment: Hazard List

TABLE A

For your agency facility, check hazard/risks faced in the past or possible future

[J Active Shooter

[J Cyber Incident

] Fire - External

[] Flooding - External

[] HazMat Release - External

[L] Hurricanes / Tropical Storms
[J IT/Communications Failure

[ Pandemic or Disease Qutbreak
[ Power Outage - Internal

L] Severe Weather

[] Biological Agent Release

[0 Earthquakes

[ Fire - Internal

[ Flooding - Internal

[J HazMat Release - Internal

] HVAC Failure

[] Landslides

(0 Power Outage - External

[ Radiological Fixed Site Release

[] severe Winter Storm

O structural Collapse [} Terrorism

[OJ water, Sewer, Natural Gas Failure O (Other)

(J (Other) ] (Other) B
(] (Other) ] (Other)

NYS Continuity Planning Program 17 NYS DHSES OEM Planning
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Reset Form

Hazard Rating
Hazard/Risk Assessment Worksheet

Hazard Ranking '

HAZARD/RISK et AGENCY — ¢

1. Could hazard occur and cause an impact?

B8 No
B VYes

2. Has hazard occurred and caused an impact?

O No
O Yes

3. Could hazard pose a consequence to employees?
B Highly Likely
3 Some Potential
No
4, Could hazard pose a consequence to the facility or assets?
@0 Highly Likely
0 Some Potential

g No
5. Has hazard mitigation been performed for this hazard?
B0 VYes
No
Name of individual completing questionnaire
Title
Date
Scoring Guide
Hazard Analysis Score | Qualitative Ranking
31-40
21-30
10- 20 Medium Low
0-9
NYS Continuity Planning Program 18
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Risk & Business Impact Analysis Workbook User Guide

-
Summary: The DHSES/OEM Risk & Business Impact Analysis Workbook enables an organization to:

s |dentify potential hazards/risks
¢ Analyze hazard impact on mission essential functions (MEFs)
¢ Misslon Essential Function (MEF): the limited set of Agency-leve! Government functions that must

be continued throughout, or resumed rapidly after, a disruption of normal activities. This could include
functions that are statutory/legislated, support a disaster response, and/or have an effect on the public
perception of the agency.

* Measure the loss of a function on an organization

¢ Rank hazards and MEFs

+ Benchmark courses of action for vulnerable MEFs

Planning Team: Executive staff, section and program managers, bullding/facility managers, and risk and
compliance staff.

Application: Each agency facility should perform a risk & business impact analysis in developing a continuity
of operations plan. An analysis may be divided among each organizational section that occupies the facility.
Agency headquarters and regional offices should conduct a separate analysis.

Support: This workbook supports a maximum of 60 MEFs and 25 hazards/risks. Agencies can choose on
their own how to best manage the collection/assessment of MEFs. MEFs should be collected from each
individual organizational unit (department, bureau, or section) and assessed in the tool. For smaller agencies
{less than 60 MEFs), the entire agency's MEFs may be analyzed in one BIA. For larger organizations, the
agency may find it necessary to run multiple BIAs and extrapolate those results into the overall organizational
BIA.

L ]

Yo | Homeland Secu Emergency
STATE | and EmergenqﬂS?Mms Management

The Risk & Business Im Analysls Workbook enables an organization to:
+ ldentify and rank potential
* Analyze haza rdlmpactonnlslmml functions (MEFs)

+ Measyre the loss of a function on an organlzation
* Rank MEFs according to hazard tmpact
* Benchmark courses of action for vulnerable MEFs

' | Facility I | :
Agency: Name: Date: . |
City: Connlyzl i J State: Zip Code:

Planning Team
Mesmbers:

I
I

l

Approx. # of Headquarters Y
Employeas: Q Reglonal Office Acronym:

NYS Continuity Planning Program 21 NYS DHSES OEM Planning
~OOP Raeniirrn Parkans hMav 209
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Introduction Form
(Front Delshboard)

|Introduction Form: The first page you will encounter is the “Introduction” page. This |
page is meant as an information page for agency-specific information. For the purpose
of convenience, a “Reset Form” button is included, for the purpose of emptying the
fillable-fields, throughout the entire PDF workbook.

To proceed, use your cursor to enter one of the fillable fields, enter the information,

and hit tab to move to the next field. The “Date” field has a calendar function that will
open upon entry to the field, it will highlight “Today’s Date”, which can be changed
either via mouse or arrow keys. If you use the arrow keys, just strike enter and it will
populate the field to the date chosen. “County” and “Approx. # of Employees” are both
dropdown fields, where the user can select the option (the user can type in these fields
to find the selection). The field “Planning Team Members” should include every
individual on the COOP planning team, and can include title, if the team wants to list
titles. “Headquarters” and “Regional Office” are option buttons, and one should be
Iselected based upon which location is bein? assessed. |

——

Management

ﬂggn Homeland Security Emergency

T4 | and Emergency Services

The Risk & Business Impact Analysis Workbook enables an organization to:
+ Identify and rank potential hazards

« Analyze hazard impact on mission essential functions (MEFs)

+ Measure the loss of a function on an organization

« Rank MEFs according 1o hazard impact

» Benchmark courses of action for vulnerable MEFs

L

Agency: Test Agency of NY I::"::':V Location Location Location |’ pate: [ Juls, 2018 |

Facllity Street
‘;‘;m’ | 123 ABC Lane
City: Albany County: E“B“anyscounty State: | NY || Zip Code: 12226

;‘:':::’ Team | oloyee A: Employee B; Empioyee C; Employee D; Employee E; Employee F; Employes G; Employee H;
e Employee I;

A #of s a1 [) Headquarters Aency
E%sz 101 3 500 N Reglonal Office Acronym: TANY
NYS Continuity Planning Program 22 NYS DHSES.OEM Planning
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Hazard/Risk Assessment

Identify the internal & external hazards that could have an impact on your day-to-day
operations, at an individual agency location. Then proceed to answer the attached
questions. If a hazard results in an answer of "No" for the first two questions, "Could
hazard cause an impact?” and "Has hazard caused an impact?”, then do not answer any
other questions for that hazard. After all questions have been answered for each hazard,
the "Total Hazard Analysis Score" will be produced.

When considering the history of a hazard/risk, we are not simply assessing if the hazard/
risk has occurred in history. Rather, we are assessing if the hazard has occurred and has
impacted the facility. For example, snow storms or severe weather occur regularly and
typically do not impact or physically affect agency facilities. However, if the facitity has
been impacted by a hazard/risk and has suffered damage, then choose “Yes”; otherwise,
the answer is “No”.

This process should be completed by the Planning Team for your facility. Each hazard
should be weighed individuaily and as worst-case scenarios. The Planning Team should
be using history as a guide, and focus on internal and external hazards. When
performing the hazard analysis, each of the hazards considered and how they are
scored, should be specific to the location/facility.

Note: Each Hazard-textbox is limited to 35 characters. If hazard names are used similar
to what is seen below, they will fit in the textboxes. (Utilities Failure refers to Water,
Sewer, & Natural Gas Failure.)

|__ & gt kg Hazard Analysis Too!
B [T e vaswanes |~ oossvamtpgm s [ T azardosmonnd
Hazard ({ for consequence for a Risk | Hazard
causean | caused an R enelorens? facility or mvaet? | Performedfor| o} poking
Example: Food ives E(Il:Nu i i\'u o (e J No ’* @ O"‘ %M’ O 13 [Med.Low
bos (Do Clres Mo o Ohes (v | [
res (N0 (5 )ves ( B ) ) pro s (e 0
s (e (ves e ¢ [ o - o {Z¥es Glvo 0
es (=)0 as . o ) o {res (Ovo 0
ter (o GYves (e (6 o o es (e 0
res ONo OVes GN" "-'- o s heo 0
has Mo res {2 Mo " o o N 0
res Mo (33 Na o L1} o 0
L o es U ANo Mo ot N2 0
LA es {2 Vo o | o es (o () 0
s (e as {7 )ine (Mo o es e (0] O
Fes Mo es Np O | d 'es o 0
Fes {5 )vo ves {1 )No pio ! o {¢Xres {Z)No 0
Yes ONo ey ()N Mo No O s OMu { 0
oMo To™ MNo Cve (Dhves (D ( )]
Ves ONo {oJves § No No Oru ONI-:\ { 0
es ONo (o )Yras No o (*Nres Ov-, ( 0
oy (lres Gl o o os (o G O
ires po (illves (P )0 { o ) et o (1) ONn 0
res (o (W fres (P)no Mo 3 o es { o 0
e (530 ves No o es e (5N O
s (e (Elves (o No o es (e ) O
res (B0 (2)fves (v No o os (o 0
iras 8No O‘ros No o os (FNo | 0
Ites Ghm OYes Ay o o s ()N'J { 0
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Risk Assessment

Ranking

' After adding and analyzing the hazards, each hazard will receive a color
and a ranking based on the Hazard Risk Score. As seen below, there are
four colors and four rankings that a hazard can receive. The color and
ranking is applied based upon four score ranges, which can be viewed in
the tool under the “Hazard Analysis Instructions”. Later in the tool, these
rankings will be used to assign a value to be used for the purpose of

analyzing MEFs and the hazards that effect them.

|
|
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T " occuramt | occurved amdi | D:uhauﬂma m&'&m: i een _ Hazarg Q'::"‘::r'
Qi cause anjig] cawed an Semmioyees? facllity or assety | Perfomedfor | o | panking.
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Fire - External res (@JNo (W )ves (i )ne (@ o {® O R nal L INo (G fres (0 b 10 Med. Low
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Flooding - Internal  fres (@No {i)ves (@)no ey o (e o (2 lres ( e (@
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{iT/Communications Fallurefres (@0 (GXves (®)fno (ERD 1o (o (@ oo (Bfres (o (@
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[Power Outage - Externaifres (@o (ves (Bino CXER ke ¢ 1 B (fres (Oho
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& i Jres (oo (3 )ives ne (K5 0 i gNo (7 e ¥ No (% Bres {TilNo (@ 0
[!es Fnoe (Eves (& ) ) i o (R, ental (E N (lves (Evo (T 0
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| S res Givo (Blves (hvo (@ ) Yo (@ o-imoMoMo oK.
es (BINo (E)dves (O)no (& o o a y Eino (B Xves (0 ! (¢ O
HoNo Mo e oMo 1o oo Mool
lres Yo (olives (B)ne (RRENY (2 D IO ++ KO O i lves {7 (3 O
l!es o (Elves (@nve (OX o (¥ » § O )ras (1o ) 0
Fres (o @hres (Do (B C o (har (¢ Do (Shves (o G O
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Business Impact Analysis - Part |

The purpose of this worksheet is to help identify/rank agency functions, or Mission
Essential Functions (MEFs), that are vital to the continuance of the agency operations.
The "MEF Value Score®, and a corresponding color scale, will be assigned based on the
answers provided in the worksheet.

This process should be
performed by the

Planning Team for your Business Impact Anatyals ~ Part |
facility. Each MEF ot he MEF s Uk e WL [ o
should be weighed - n LT "'""'"I""‘" s it
indiVidua"y. The i [-.:;; iy, | $2 [+ ¥} ST | 7AN.NG | [ ¥ 5 .. No | 5
Planning Team canuse —— ool “ekie Tortele LT olelclielsic clle
2 teiteliobretretciedo o e lo] oiloliel slo 'olfe
regulations, statutory foite] e e (e B e e B¥e i ool 6] URA
obligations, and internal foltol e [ote (o LYo [h¥o EXo o o] o)lo) [0 6] o)lo)
conirols s guides, Slarartt e dagio e nies
When performing the olleliiotelebiolttotdocTele] olfolielole ole!
Business Impact lollieitelyottelide XoLilol ololiolslo ollo
: Io} G O &= QoS 10| BIBISINSIS
Analysis (BIA), each of 5 M TN g BT b EE
the MEF idered -Q— ; g:::n V")_;:b:m:oﬂg o
e s considered, B O O~ e SI& &
and how they are Vo ﬁl‘.‘:@ T (). QYoo S 10D
scored, should be e e Q1o O = Cfoun] (5 'olle]
specific to the tocation/ m G Qi Qre QoenO IOIO ol
facility.
As with the Hazard
Business impact Anslysls - Part | _ Analysis, BIA Part | will
o o MEF and ks Unkon A :E.: e | | @ssign a color ranking to
oved o WIER D alve
e | | @ | o | @ach of the MEFs based on
ER) Unine 1
B x E T 2 e | the MEF Value Score.
o T 5 ) S OlS IBIBIE These colors are meant to
i 5{:: Q o= Od S OS BISIBIC S provide a visual aid in
sl e 52% O O @IO@IOEIO O 2 | highiighting MEFs of higher
=== :vg‘m- g e [ 5 : 5 % : 2 1%l | iImportance and value to
S . [55 mem g 2 o= e 15 Bl k5|6 the agency. As seen at left,
R 1O e (G e = QO KO BISIIO | four colors are used, and
s eess il krs ErettottotRotle oo lolteldlalo they are assigned based
= [o}oXiokdotioLo Lol oLie (0].0,0](0] 0/ (¢ ranges in a similar fashion
L'ﬁ.fglr? E’G: s :;r.."%g oy bl —| to the Hazard Analysis. A
I B AR B e Bk Py T R S s color key Is provided on
“BlA—Part | Instructions”.
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Business ImgactIAnalysis - Part )l

The purpose of this worksheet is to help compare hazards to the Mission Essential
Functions (MEFs), based upon the Hazard Analysis Ranking and the MEF Value Score.
Check to make sure that all Hazards, Hazard Risk Values, MEFs, and MEF Values have
been moved appropriately to this worksheet. Then, proceed to analyze each MEF with
the hazards that could affect them. This should be performed by the Planning Team for
your facility. Each MEF should be weighed individually, and compared only to the
Hazards that it is believed would influence that MEF. The Planning Team will assess
each MEF and place a checkmark In the box under each Hazard that could affect it.
The program will then add up the Hazard Risk Values for the selected Hazards, and
then add that value, the "Total Hazard Risk Value", to the MEF Value, producing the

iTotaI MEF Risk Value", i

Business Impact Analysis - Part Il
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EF Risk Value Sheet

As with the Hazard Analysis and BIA Part I, BIA Part il wilt assign a color ranking to each '
of the MEFs based on the MEF Value Score. These colors are meant to provide a visual
aid in highlighting MEFs of higher importance and value to the agency. As seen below,
four colors are used, and they are assigned based ranges in a similar fashion to the
Hazard Analysis. A color key is provided on “BIA—Part Il Instructions”.

Business Impact Analysis - Part I

Misslon Essential

Functions:
AV MEFs, MEF Vaiues,
Hazards., and Hazand Risk
Values will De appropriatety
populated (n el
comesponding locations,
Please proceed thiough this
fosn by checking the box of
each hazard a3 i comesponds
{othe MEF you are pssessing.
The program wil add il the
Hazard Risk Values together,

Hazards

el
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- Extemal
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i w r——— g

MEF Value
MEF Risk Value
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— -

Total Hazard Risk Value
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Updsie webiite w/ pirtinest docwments annualy ]

Provide staff to EOC during event

Providing suppiet & logistics te focal FD4 a3 neaded

i

N

] WiV v
IViviviviviv

v vl vl 1
v 4 18 4 [ [

IvIv.

ggemm.

i

v/(//v//if_

NYS Continuity Planning Program

OONP Racriirra Parkana

27

NYS DHSES OEM Planning
AAaw 2N27



TOUG neny

Buluueld W30 S3SHA SAN

cUCAUICQ PUWNURTE QUUJ

oz weiboid Buluuejd Anuyuod SAN
0]
]
6
1 _ B
| 8
, + T
| | :
9
.
S
| | —
& ]
€
N |
_ !
_ b
.-n —
a1emyos jjoshed gyt
o5 S T ¢ jloihed :ajdwexgy | |
() L - :
: : ) o 199Iq
J )



XAV
Buluueld W30 SISHQ SAN

LE

DUECHVE D SO i)
welboig Buiuue|d Apnunguod SAN

dnyoeg Aieiua |

dnyoeg b_m.v:oumw a:v_umm metn_

UOISO HEIS [BIUSSST UOISSIA|

-WeN Uuol}oag

Buluue|q uoissasong o saul




£€20Z Aeiy

NOILIDZS ONINNVId - LNJWIOVNVYIN ADNIOHINI 40 301440
F1V1S MYOA M3N 3H1 A8 dRivdIdd

JuswSeueW | avis
AduasSiowg | M

sisAjeuy $s3201d ssauisng

ONINNVY1d SNOILVY3dO 40 ALINNILNOD
31V1S MAOA M3IN




LU heyy PUEAIEQ DL AU
Buluueld W30 S3SHA SAN Se weibold Buluue|g Anuguod SAN

01# 43N

IfA3N  B#JIAW  6¥J4TN

SHJIN SFJIAN

43N CTHIIN  €8JAN vRJANW

JusWalE}§ § SUORIUNS [EIJUSSST UOISSII  UOBIIS/UOISIAIG uws

Je8US vdg 9y} 0} passoid usyl "4JN 3w
Joj s|qisuodsad s| ey Asuabe ay) uiym UOOIS/UOISIAID mc_vcoamobou au} apnjoul pue Bo_mn SUOROUNY [BIUSSSI UOISSIW [BNPIAIpUL BY} Bweu asesd|d

siSAjeuy. $5900.1d/SSauISng — SUORIUN [eUSSST UOISSII




UG MRy PWEAIS o} SIS JULD

Buuueld W30 S3SHA SAN a¢ wesboiq Buuue|d Aunuguon SAN
1
| g
"SUOIDBS JAYI0 B} AQ PEISAOD JOU SBM UDIUM ‘UoHeULION | AIPowsal poz)nn Jo/pue pessesde aq Asy) Ued ‘papadu §| «
194J0 JO ‘Spesu ‘SluBWWOD [BuOlPPE Aue ppe o} UoN0as Siyl sZynn | £33N @y} wioped 0] pepasU aJe SPI0OSISIUBLINDOP JEYAA
{euopongeur 3590044 ‘SINBHSUOY s} ‘sjeacaddy ‘sesmpuBig) Joyio SPI0DO0Y [BUA m
- g
{43 8y eeidwod o) pepasu ase sayddns Jojpue S10eNuUo 1BYAA © _
43N 241 JO pesu auy of acusIaol _ w
yum ‘Aluoud 1seybiy ayy jo a1 $3U0 Yoym ‘suoneziuebio asow O © | &
&43N a4l uo Ajeu suopeziuebio Jeypn e
£SSauISNg [euuou JO SPISINO oW aq Spesu asoy) ues © 3
43N oY) J0} |jyny AeLp) Op SPasu JeyYpA © 4S90.nosel [je/Aue ezyiqow o) ‘aoeld uj ueyd e Jo ‘posu B aiey) S( ¢
43N 8y) 818|dwiod 03 uo Ajas nok op suoReziuebio Jeyp _ £33N ey uuoped o) pasnbas s| asempaeyssaljddns/seainoses Jeypn «
(senddng % ‘siopueA ‘s}oenUOD) Sepouspuadepueiu) B sepuepusdeq 82781607 B S80an0SaY 1EIRUD m
I .. d b# 43N Juswnooq
_ 8y uQ :1y xpusddy |8 ay) ulyim >3
) \ | ‘43N yoea
(219 ‘gew3 ‘uonoeuuoo JeusB) '3') ¢4 0) sajjdde Juawndop YIIYM 130 3y uIyIm Ajpuep M
LUONEJUNWILLIOD |BLISIXS JUBISUOO 8JINbas 4 o se0( ay) a19|dwod 0} paanbail Aluoyine . pue ‘pepadu se SJUaLWINIop [euolippe yoepe &
L3JeMyos pazijernads ainbes J3W 8yl se0Q « | ‘Aioiniels Jo/pue ‘leuuo) Aue ey sj o | ‘sjenbape Jou $1 pepiacid eceds ey §| "paZIN .m
¢s)andwoo ays isioyew Aojjodssieiew €q ued Jeyomopauesberp e Jo ‘Jeuso) aajeueu | §
~Uo asnbei ) s80p 10 'Ajjenun pauuopad ag 4N Oy ueD e -uoisioapdiysiepes| aanbay | e Je)1e ybnosy auop aq Ued SIyy 43I 9y
S ey | ¥ SS0P JO ‘JeIS [DAB-JOMO] JO [8A8] | uuoped o) sde)s Asesseoeu ey IybiybiH aAjeLEN
wuopiad o} ejep/spicoalssaauatudinbe Aiesseosu ay) Apuep| b_f -piw Aq peuuopad 8q 3se) syl uen e F“ 219 SWeN JIW 89eld 4N SweN
12 . SP10I5Y ‘8911 ‘SWeISAS [ERULEST UOISSIN DSpoeN jsultossed B | wmiBeig.o oapeueN - sseold m
:
g
:mojaq ase soidoy JenoiJed ey noge | 3

SiIE1aq "S43W 8y} J1e 0} puodseniod Aey) se s9ido) Bumolio} 2y} JOMSUE PUE 198YS YdS oyl 0} pasooud eseeyd ‘1s17 43N au) Buneduwios Jeyy
h__waoﬂ...o.__ﬁo.__. pue suoponsisuj — sishjeuy _..nﬂﬁﬂm.._m..mwo:—wzm.

R e St e




LOUC eV

DWGAVE DWNWIINDD N qIiUJ

Buiuueld W30 S3SHA SAN £ weibold Buluueld Apnuguon SAN
om0 SPICISY |BYA
=
L
3
sepuepuadepaaiy| B sejouspuedag 8981607 9 $92.n089Y [EORUD
_
SAllRUBRN
_ 43 aweN

®EQ, P SPICINY ‘30]1d ‘SWSISAS ERUOSST UOIBEIN POPOON [9ULOSIod

wesBeyq 10 BAfELEN — 5883014

8410

sepouspuedepueiu; § sepuepuedeq

T8Q % SPICOBY 'SAild ‘SwmSKS EPUESST UOISEIN Popooy jeuuosiad

P
-

sisAjeuy $s390.d ssauisng

SPI0IY [FIA

$9451807 '@ 58UNOSSY [BIRMD

SAleLBN
143K sweN
wibelq 10 sApeUeN — S$9901d

W4 43




LLUG neyy
Buuueld W30 SASHA SAN 8t

IUERICH SUIUISY UL
weibosd Buuuelq Aununuod SAN

0100

sepuepuedepiau] § seuspusdeq

€1EQ 3, 5p009Y ‘80114 ‘SWe)SAS [epUSsS] OSSN ____Popeey (puuosiad

saps1B07 3 secunosey [BONMD

OAfeleN
‘43N sweN

weBeyq Jo sAfeLeN ~ $30901d

i 43N

—— 1.
|

A
Ll U0

sepuspusdepieiu] 3 semuepusdeq
g 4

|
|
|

BEG P SPIOSGY '$o)1d ‘SWAISAS PRUSSST UCISSIK popesy [suuocsieg

___Sishjeuy ssed0.ld ssauisng

—

 8paodey A

sopsiB07 @ se0.nosey RIALY

oAfeLBN
43N owen

weBa|q 0 BARRUEN ~ 836503d

oF AR




LU ey
Bulsueld W30 S3ISHA SAN 6E

TG AIC O IVDOM nccc
weibold Buuueld Apnuguod SAN

—— .

sepuepusdepiau P sepuspusdeq

B)EQ '8 SPIOOEY 'S0]1 'SWIEISAS [RRUSSST UOISSIN pepoeN 1ouuosied

SPJO3GY [BHA

SORSIB0T B $92N0SOY |BIPMD

:@AnRLEN
;43N sweN

wesfie 10 GARBUEN — $58001d

9% 43N

- 910

sepuepuadepuaiu; @ sejouspusdeq
T

|
: . _. .
‘ejeq P8pIooTy ‘sej|d ‘suejshs repuess] LojSSIW PepeoN [SuUORIed
. ~_sishjeuy ssa20id ssauisng

SPJOa9Y [BYA

89181807 2 s82uN0S8Y JEORUD

‘BATRUBN
-43N SweN
we.Bbe)Q JO SANRLIEN — $8830.d

St 43N




LLUL NSy PUSHVE O PLNI0H dUL))
Buiuueld W3O SASHA SAN weiboid Huuey Anupuo) SAN

$2|q1sseooe deaipuey Aljioe) ay; S|
; Alioey ¢, Bbunjied sienbape aiay) s
oy} Jeau sanljigeded Buisnoy ay) ale 1By : ¢UONEDQ|

4310 10 SAEP OF 10} B|qEUIRISNS s AllioB) 8U3 03 slebineu 0) 8|0 8] YIS (I

% 9|(BIBAE $SB0iN0Sa) Hoddns |BljuasSSa 3y ¢8HS 3y
0} uoneyodsuel) Jo poylaw Alewnud ayl Si 1BUAA

¢ SIqEJIEAE
ainonyseyur @ Joddns. (2o)s160; s|qelss aiay} s| ¢Al10B) B} 0] $8IN0J 3|dNW 3JBY) 9.y

VLEAE IS (ALMIOVA 31VNNILTY SIIAO 1dINT

¢ PBO[YIOM
[etied 1o [N} B 81BepOWLWLODo. J UBd ‘AlljIoB)
$3YS ay) 1B A11unDas uoljeuliojul 31enbape aisy) S| 2ieuJalie ay) ie Ajoeded Jojeiaush au) si 1BUAA

¢, SSBO0B PaIN0as aney Ajjioe) 8y} $80( ¢ sanligedeo

: : Jamod dn-¥oegyAousbiawa alsy) aly
¢,80I0P{I0M 811U BY]} B1B}I[I0.) 1l UBD IO “YIOM YIUs

ainbal 11 sa0p Ajj0ey) ayl Jo Alloeded ay) SI1BUAA ¢{uoEDIUNWILOD3}3)
: R ‘voilerodsurl) 'Aliou09|8) @01AJ8S
¢,8JoW Jo sAep Qg o) SuUCepoOWLLCISR 9|gqBUOSEal AN |B013LID BLUBS ay) ua Ajat Ajjioce)

apiaoud 1 ued g A3y uin |, AJjoR) 8y S| fuewid g Aljice) ajeula)e By} S0 ©

c{|euisxa % [eulsyul) ceale s alydeiboshb

JUSS8.id UONEDIUNWIWIOD 8|qeladolaiul 8iau) S| swes sy} ul Ayjioe) areulsye 9 Asewud ay aiy
;sajepdn ¢OUS HioMaia |

S31e| 3y} UM safioeded WoysAs [Bonuap! aisl) aly 10 "8IS pIOD "BYS wlepn ‘B)S JOH (B 3Ys 8Ul S|

S3ILTIgVdVD ALIMOVA




NEW YORK STATE
CONTINUITY OF OPERATIONS PLANNING

Alternate Facility Evaluation Form

;J?,'g;v,( Emergency
JTATE | Management

PREPARED BY THE NEW YORK STATE
OFFICE OF EMERGENCY MANAGEMENT - PLANNING SECTION

May 2023




Alternate Facility Evaluation Form

Introduction and Instructions:

Purpose: To provide a checklist for identifying and assessing an alternate facility for day-to-day
operations for the agency. The data collected about the facility will be used to determine a
facility’s suitability as an alternate location from an all hazards approach.

[ Facility Information G i )

Facility Name:

Street Address:

City: Zip Code:

Facility Owner/Operator: 3 :
[ Facility Contact- Business Hours T i |

Primary-Name:

Work Phone: Email:

Cell Phone: Additional Contact:

Alternate-Name: )

Work Phone: Email;

Cell Phone: . Additional Contact:
| Emergency Contact 24/7 |

Primary-Name:

Work Phone: Email;

Cell Phone: Additional Contact:

Alternate-Name:

Work Phone: Email: -
Cell Phone: Additional Contact:
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Location Specifications

Is the Facility subject to the same risks as the primary facility: Yes(J No[d
Is the facility owned by the agency or is the facility contracted through OGS:

Owned by Agency [] Contracted through OGS [] Private Contract (]

Other [

Is the space occupied and/or identified as an Alternate Facility for another entity: Yes [JNo []Both []
Square footage available in primary work area (approx. 40ft? per person):

Layout of primary work area (office, warehouse, etc.):

Number and characteristics of supplemental rooms or work area; please note if rooms could
accommodate sleep/respite: Indicate below

Room/Area #1 Room/Area #2 Room/Area #3 Room/Area #4
How many How many How many How many
people can it people can if people can it people can it
accommodate: accommodate: accommodate: accommodate:
Total sq. ft.. Total sq. ft.: Total sq. ft.: Total sq. ft.:
Office Office Office Office
Equipment (i.e. Equipment (i.e. Equipment (i.e. Equipment (i.e.
cubicles) [] cubicles) [] cubicles) (] cubicles) (]
Is the Facility compliant with current Americans with Disabilities Act (ADA)
Guidelines?
- Elevators ~ Ramps Yes[ ] No[J
- Automatic Doors — Accessible Restrooms
- Etc.
Exterior/Perimeter/Lighting _
Does any exterior or perimeter light have an independent auxitiary power source
as required by the jurisdiction having authority, or based on a state or local law  Yes[] No[]
enforcement security assessment?
Does the interior/exterior have sufficient lighting to maintain a safe work place Yes[J No[J
as required by the jurisdiction having authority?
(s parking available? Indicate number of spaces below Yes[] No[]
Number of spaces (free): Number of spaces {paid):
NYS Continuity Planning Program 46 NYS DHSES OEM Planning
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Utllitles:

Is there adequate power with backup to operate essential functions?

(i.e. AC, heat, elevator) Yes[] No[J
Are back-up generators located on the physical site? Yes [] No [
Are an adequate number of qualified individuals available to operate and

monitor the backup generator(s) per OSHA and the jurisdiction having Yes [] No []
authority requirements?

Does facility have operational HVAC system? Yes[] No[J

HVAC Fuel Source: Oil[(] Propane[] Natural Gas[] Other [] Please describe below:

- Amenities

Restrooms: Indicate specific numbers below Yes[] No[]

Male: Female: Unisex: Accessible:

Showers: Indicate specific numbers below Yes[] No[J

Male: Female: Unisex: Accessible:

Are break areas available? Yes(J No[J

Does facility have a kitchen/vending? Yes[] No[]

Is. the facility acce.slsmle by mass transit? Indicate specific resources below with Yes[] Nol]

distance from facility

Bus: Yesi ] No[] Distance:

Subway: Yes{ ] Nol[] Distance:

Other: Yes[] No[] Distance:

Does the facility have contracts with janitorial services? Yes[] No[l]

Are there Hotels/Motels within one mile? Yes[] No[]

Is there restaurant/grocery/ATM available 24/7 within 2 miles? Yes[(] No[J
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'Communications

ones Ye No|

If Yes How Many
Ports:

internet

Yes ] No [
# of Data Ports:

Public Wi-Fi []

ITS Enterprise
Network []
Standard Office
Equipment []

ADA Compliant []

Phones Yes] ] No[_]

Phones Yes| [ No[]

If Yes How Many If Yes How Many
Ports: Ports:

Internet Internet

Yes ] No [] Yes [] No [J
# of Data Ports: # of Data Ports:
Public Wi-Fi ] Public Wi-Fi [
ITS Enterprise ITS Enterprise
Network [] Network []
Standard Office Standard Office
Equipment [J Equipment (]

ADA Compliant (]

ADA Compliant []

Internet

Yes ] No []
# of Data Ports:

Public Wi-Fi []

ITS Enterprise
Network []
Standard Office
Equipment []

ADA Compliant []

Are additional tables/chairs available for use? Indicate amounts below Yes[] No[]J
Tables: Chairs:

Is there a telephone system in the facility? /ndicate provider and contact Yes[] No[]
information below and whether or not a VOIP phone can be connected

Provider:

Is there a radio system in the facility? Indicate systems information below Yes[] No[]
Is there a public-address system in the facility? Yes[ ] No(]
Is Internet available for Agency use in the facility? Indicate specifics below Yes[ ] No[J
Are fax machine/copier/scanner resources available? Indicate specifics below Yes[] No[]

Fax machine [] Copier[] Scanner[] Other[]

NYS Continuity Planning Program

CONP Racnnirra Parkana

NYS DHSES OEM Planning
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| Security/Safety

Is there 24/7 security? Indicate Specifics below Yes [] No []
Key-card access control [] Alarm system []
Physical security presence [] Other [] Please describe:
Is the facility available 24/7? Yes [] No[]
How is the facility accessed Indicate below {key, key-card, locked gate, etc.)?
Key [] Key Card [] Other [] Please describe:
Key code [] Guard gate [}
Primary POC For Granting Access:
Who is responsible for facility access control? Indicate below
Name: P =
Phone Number:
E-mail; - ..
Outside provider [] Internal No formal access Other []
Please describe: Security[] control [ Please Describe:
Does a security barrier limit or control vehicle or pedestrian access to the Yes[1 No[]
facility?
Is there a fire and safety plan per the jurisdiction having authority? Yes[] No[3J
Does the facility have a fire suppression system if required by the jurisdiction
having authority? Indicate below Yes[J Nol[]
Sprinkler system [] Fire Extinguishers [ ]  Other [[] Please describe:
Does the facility have first aid equipment if required by the jurisdiction having
authority? Indicate below Yes[] Nof]
' (AED) (]
Proximity to nearest Medical Facility/Hospital. Indicate distance and location below
Location: Distance:
NYS Continuity Planning Program 49 NYS DHSES OEM Planning
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Photos: (Include location and description)
Photo 1: Would you like to add a photo of the Facility? Yes[] No[]]

NYS Continuity Planning Program 50 NYS DHSES OEM Planning
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Photo 2: Would you like to add another photo of the Facility? Yes [] No []

NYS Continuity Planning Program 51 NYS DHSES OEM Planning
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Photo 3: Would you like to add another photo of the Facility? Yes [] No []

NYS Continuity Planning Program 52 NYS DHSES OEM Planning
COOP Resource Package May 2023



Signature Page

Participants conducting review of potential

The signatories below concur with the

Alternate Facility.

Alternate Facility review

and the information gathered in this checklist. Additional participants can be added to an

additional page.

Signature: Date:
Name: Title:
Agency:
Signature: Date:
Name: Title:
Agency:
Signature: Date:
Name: Title:
Agency:
Signature: Date:
Name: Title:
Agency:

Proposed follow-up date:

(This is the proposed follow-up date to correct any gaps or deficiencies found during the initial

review.).

NYS Continuity Planning Program
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New | Homeland Security
TATt | and Emergency Services

Westchester County Continuity
Planning Workshop

Overview Provided By the NYS Office of Emergency Management

Learning Objectives

+  ideniify what the NYS Continuity Planning Program |s built on
* Define Caontinuity of Operations, Continuily of Government and
telated plans
+ Identify key elements of continuity planning. including
= Mission Essential Funclions are and how lo write them
- Lines of Succession planning and practices
- Provida some overview of the analyses required as part of the
Continuily Planning Process.
+ Describe what Vilal Records are and the importance of IT functions
in this planning process
+ Describe the application of Devolution and Delegabon of Authordy
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Laws, Regulations, and Guidance

Civl Defense Act (COG)

State Constiution

NYS Exectve Law, Article 28, §27

NYS Labor Law Arucle 2, §27-C (Ch 168 of 2020)
Sarbanes-Oxley 2002

Fedaral Prepargdness Crcular (FPC) 65 and 57
H5PD-20MSPD-51 Feowal Oonuruw Directives Continuty Glidance cwcuhr
NFPA 1600 - Standard on Contmuty, Emergency. and Cnsis M
BS 25-777 BS 25996 ana 1S 22301

Standards and prachices from DRY ICOR ond NIST

NYS Contirmaty of Operations Pibnang Guide snd Oullne
NY$ Contimaty of Opersiions Resource Guae

P A

NYS$ Labor Law, Asticle 2, §27-C
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Emergency Management Accreditation
Program Review/COOP Significance
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NYS Continuily Program
recognized by EMAP as
a national best practice
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Introduction to

Continuity Pianning

1/25/2024

Continuity of Operations Planning (COOP)

= An ongoing process by
senior management a to
ensure Ihal the necessary g(%ns are
taken lo wentfy the of patentia!
efy

losses maintain viable recov

strategies and recovery plans. and
It inuity of through

personnel training plan tesling, and

maintenance

+ COOPis not IT/DR Planning

LOrzm AT (BT s i ke s £ e (00K Y

Application of COOP/COG Efforts

+ Enterprise-wide: Agencies support one coliective
plan and are reliant upon one another in that plan
- Example. One overall junsdictiona plan where
agencies “piggy-back” on one another

* Individual or agency-specific. Each agency
prepares its own COOP,

P2 el Searny
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A few key terms

« COOP is continuity planning for an agency or
organizaton,

+ COG 1s continuity planning for e.ected officials

+ Business Continuity Planning (BCP) is continuity
plann'ng for a business.

+ No matter what it's called, it's all about maintaining
functions.

Q3 E- el e ey By

1/25/2024

Occupant Emergency Plan (OEP)

+ The OEP 15 an established set of procedures thal addresses specific
emergency condibons

* Vyriten OEPs ase required in facilites of 11 employees or more (29
CFR 1910.28)

« The OEP and tha COOP are “stand-atone” documents Lhat can be
activated both concurrenty or separately
= Any link batween the two plans should ba addressad in the cooe

:‘:.ﬂ Mavwiand ot y
et Lrwrgensy fardan

How does it all o= L_-'E':"-JI____.__
work? Wy (SEisae
¥ =
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Activated ' | | !
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Key Plan

Development Steps

1/25/2024
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Develop a Planning Team: Cross-Functional
Team

14

Jmgary 1. NI 1w

Identify Mission
Essential

Functions {(MEFs)

15



Mission Essential Functions (MEFs)

+ "The limitad set of agency-level government functions
that must be continued throughout, or resumed rapidly
after, a disruption of normal activilies.”

{NYS. Contiruity of Operstions Plan [COOP} Resource Gude 2017)

« Ideniifying and prioritizing MEFs is a required element in
continuity planning.

+ The downtime of each MEF must be identfied

+ There are no exceptions to this standard.

1/25/2024

MEFs — NYS Concept

+ Whal is the agency required to do?

= What does the agency do that supports the response to
an emargency?

* What is the agency required to do from a political
standpoint?

+ Separate out what's nice to do versus what's required.

+ internal contral program.

A Few Things to Consider About MEFs

They are the functiens that must be parformad or
recovesed during a disruption, regardless of impact.

+  They should have estoblished downtimes or zero
downtime.

« | MEFs must be pnaritized and approved by
leadership.

The process to identify MEFs MUST hoppen at all
tevels of tha organizatian {i.e. sectien or department).

R Hemstand Yeariy
el Grergwncs S
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Too Many or Not Enough

Everyone runs the risk of ..

1) Being over-inclusive:
= Toamany Lin01ons « i Mried iELouiE 44 7 ol berD 304¢ 10 perierm 38 MEFs

2) Being ynder-inclusive:
- Fakreiogerly MEFs + absence om 1w COOP x possibily of not DAY P [BImeD Gutng &
CONLIRIY #AVIONTHIT

IWOrR it MBASOEmEn| 10 contem B FANEDONT Sie Mrenc ed ard et the pIOCHES RaRdie the regi *

R e
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Conduct Risk,
BPA, and BIA
Analyses

Prizzdicatan & Decls'an faking

21



Risk & Business Impact Analysis Tool

« Complete the facility assessment form prior to
conducting the risk assessment.

» Conduct a risk assessment of your primary operating
facility.

+ Assess both jnternal and external risks that may impact
the facility.

» Do the same for all secondary or regional offices.

a vremiand Srvarky
vl Eamrpany v

1/25/2024
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Business Process Analysis or BPA

= Simply put, a BPA is the material, supply, person,
equipment, technology, or record that is needed to
support the functionality of the MEF.

» Conducling a business process analysis 15 a required
element in continuity planning

+ This will allow all known
dependenciesfinterdependenctas, logistical support, and
reliance (such as technology} to be documented.

;B bl Seen
fm Pt Doy S iy
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NYS BPA Sheet

+ A BPAis performed 1o ensure thal the lr'?hl par.yﬂc. equipment,
capabiities, records. and supplies are Wenifiad and available where
needed during a disruption s$o that MEFs can ba resumed quickly
and performed as required

T e e P N e T -3

o m—— T e e T L Sartary
il TP P i S o
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How to Prioritize MEFs

+ Political sensitivity
» Best guess

* Legacy information
+ Mission du jour

1/25/2024

25

Benefits of Conducting a Business
Impact Analysis

+ Identifies the order to restore functions

« Minimzes subjective inputs into the arder of priority of
functions.

* Helps provide a process to restore operations during 3
response.

* Can lead to the deve opment of recovery strategies for
funclions.

LB e .,

26

Business Impact Analysis (BIA)

+ BIA can prioritize MEFs based on the
impacts or loss to the organization

* It can vahdate or exciude the function
that has been entified

+ Conducting a business )/mpact analysis
1S a required element in cont.nuity
planning

27
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BIA for MEFs - NYS Concept

A Statary Obkgion Codied n Hiate o Loca!
Lave

Supports the Capab:ly 1o Hespond in Support of
4 Counly or Slate Disasiar Hespense:

Suppor an Organizalon's Apilily to Mantain Us

Presence in the “Government Marretplase”

Reharse on Headgnartersieegional Oifice

28
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A BlA versus a BPA

+ A BIA is a measurement or rank of the loss of the
function on the organization.

« A BPA s the “stuff” thal is needed to support the MEF

» The BIA and BPA do nol inform one another, nor do they
replace one another.

« The BIA and BPA are linked 1o the MEFs - 50 we need to
get the MEFs right!

o T eeledfeast
S R ol (mergancy Swrvan

Jomary 18 3014 »

Lines of
Succession

:E' du—n—n‘;«n-
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+ Lines of succession are a tormal, sequartial kst ng of oiganizatwin
posilions {rather than specific names of individuals) Lhal dentify who 1s
aulhonzed lo assume a particular leaderihvp or managemenl rofe under
specific arcumslances

+ Each MEF has an MEF "owner”

+  Succassion 3llows for an orderly and predefined lransit.on of
leadership

= Chatlenging bul aim for at 'east I deep (or each essentiat slaff position

= Appropnate md wiuaks]. pre Sté rain ng. and 1 authority tor
dedsiogn making mus! be taken nlo mnsd-:gl on 'Wfi - Y

Lines of Succession

1/25/2024

3
Jiary 19, 2024 i}
Vital Records &
Information
Technology
B

32

Vital Records

+ Elecirorc and hardéopy documents. references and records tnal are
needed lo suppor essential funclons duning a contmuly suuaiion

+ The Iwo basic calegones of vital records are ;11 emerge-cy cperatng
records snd {2} rights and interest records May be tinked to MEFs.

+ Rights and Interest Recerds:
- Records ¢nircal 1o camyng out an organzatron’s essental legal and
hnancial funclions
- Vital 10 the protechon of the legal and inancial r ghis of individuals who
arg dyeclly affected by thol OrGarvzalon & aclvilies FEMA CGCY 2013)

.3-;_‘ il At

33
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What is a Vital Record

« Records thal support or are led {o MEFs
. ll::?lpnmmnel data, grants legal documentation, and contractual
ornation
* Plans, reporls, inspection data contact fists
~ Your COOP
+ NYS documenlation retenlion pobaes.
- Gamm mrslanno pom al

- Muslsllﬂembemmers 7 yeats but renlly depends on what it
is ang how old Anylhing 15+ years old can qo

Ar?nmg newer would need Lo be reviewed shethar or not
[ alshloa special retention celegory lhalwoddreqt.lrelongu re!enmn

+  Link the pronty of cestoration of vital records to the priority of
rastoralion of MEF s

E -ll-—.-q\-r«-.
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Continuity Communications

«  Should be able to support the orgamization’s senior leadership while
they ara in trans.{ to aliernate facilities.

«  Showid be able 1o suppont the continuance of MEFs

+  Should be rewewed annually to ensure they are fully capable of
supporung essem al functons

Questions to Ask

+ I8 there redundant communication consisient with the downtime of
your MEFs?

~ Are things as basic as computers and network access discussed?

» Are the communications and sysiems interoperable?

o, Heruleod beie ity
{0 BT ared armatey v
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ff-Site Storage and Backup Data

+  Any agencyforgamzation COOP should be inked 1o its
Information Technology (ITi/Disaster Recovery (DR) Plan

* ITredundancy data backup {frequencyftype), and murrored
capabtul ty are key

+ Consder ofl site document storage cloud computing. flash
drves and CDs for retawning dala for use during continuity
operations

o Mo Sporse
U oy G

0'—

36

12



1/25/2024

i s o e ]
Off-Site Storage and Backup Data

+ Be specific aboul the backup of your data
= Frequency and type
- Quantity and quality
= AN of your data or just email?
= Recovery date (7 days)

37

The Role of Information Technology Services
in COOP

+ Not to wrile your agency COOP

+ Agencies should prioritize thew criical appiications
consisient with MEF priority.

» Restoraton would be in order of priority
+ Work wth your IT agency to do this

- ITS plans for redundancy and restaration of those
applcations

i E;‘ r‘m

38
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Response &
Activation Planning

39
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Do We Activate == B
The COOP or Not? sl G== e
[ S
L | |_===.-
= =3
40

Examples of COOP Triggers
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Cntical Recovery Tasks

* Thus section
describas the action
steps to implementing
the continuity plan

+ Provides defined

actons of Isadership.

42
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Use of Incldent Command System in a COOP Event

+ Thus is Direction and Conirol and a command siructure.
+ Example of ICS application:
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Qutline for Writing the COOP Response Plan
* Example of agencylorganization response levels based
on scope and magnitude of an Inaident
[ [T U MEF: - EF A Peried | COOP
- Acivetion

Sersily Sre None Hormal A (773

Operptions
mlm\i Mmimars » 4 houry o bng 1 « 33 howny NSA
Betponie beve' 7 | Moderste | 212 ivours oN- €34 honrty Poctial

e
Raesponie Level 3 Major 48 by ot Ouwyn, weeks, months | fulf

e
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Devolution &
Delegation of

Authority
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* Devalution and Delegation of Authority are NOT the
same thing

* Devolution is INTERNAL to the organization
- Handing off to other staff or regional office s INTERNAL

» Delegation is EXTERNAL to the organization.
— Handing off ta anolher agency 1s EXTERNAL

Purtatarat trcursy
\l?' wul U o gty wvtan
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Clarify Terms

46

Application for Devolition

+ Federal concept of handin%oif MEFs while agency mobilizes
lo alternale work site - 12 hrs/up to 30 days

« Alternate work site = 250 miles away

+ The primacy of local government - applicatulity 1s on an
individual basis.

Application of Delegation of Authority

* Would likely occur at the local level if parsonnel are impacted
by the event

+ Generally unlikely at the State leval,

+ Concept comes from Federal mandate to Federal agencies on
how to manage a continu ly environment,

E :‘Hlﬂ.lq
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Questions
Thank you for your time! %
*+ We are here 1o help! e E
Davd DeMatteo Chnstopher Pounds
Planning Section Chief Planni-g Specizlist
NYS Office of Emergency NYS Office of Emergency
Management Managemant
I .NY.00V g
{518) 202-2366 (518) 292.2854

S, | e Spcuw
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Order of Continuity of Operations Forms

1.

Facility Assessment Form
¢ Should be done prior to the risk assessment

Risk Assessment Tool:
¢ Use Table A to identify risks The Planning Team will assess;
o Use Hazard/Risk Worksheet to document answers from the group

Mission Essential Functions
o Downtimes and files, records, and data should be obtained

Lines of Succession
¢ Identify mission essential staff person(s) and their succession, 3
layers deep

Business Process Analysis (BPA)

¢ The source of some of this information will come from the MEF
forms

o Use this to check the scope of your MEFs; prepare to par down or
broaden your MEFs as needed

Business Impact Analysis (BIA)

¢ The BIA is conducted after performing the BPA of each MEF

o |tis used to validate/confirm priority of MEFs

e The results help to identify mitigation strategies to preserve the
function and develop contingencies to sustain it

Priority of Restoration and Safeguarding Critical Applications
e The source of some of this information will come from the BPA
and/or the MEF forms

Priority of Restoration and Safeguarding Vital Records
e The source of some of this information will come from the BPA
and/or the MEF forms

Alternate Facility Assessment Form
s Complete a risk assessment for the alternate facility

NYS Continuity of Operations Course 1 NYS DHSES/OEM ~ Planning Section
Order of COOP Forms July 2023



Example Mission Essential Functions (MEFs)

Maintain the ability to respond.

2. Maintain State's national emergency management accreditation under the Emergency
Management Accreditation Program (EMAP).

3. Management of grants.

Maintain State Watch Center Radiological Emergency Communications System and Executive

Hotlines for Alert and Notification of incidents.

Maintaining vehicle, equipment, supplies.

Inspect livestock to ensure safety of food supply chain.

Maintain adequate supply of coffee, water, and food items for the Albany office location.

If affected, and as necessary, ensure all staff members and family have appropriate shelter

options.

9. Ensure that all agency vehicles are accounted for and have adequate fuel available.

10.Ensure communications equipment is available to supervisors.

11.Maintain accurate records of all COOP-related financial obligations for the Albany, Buffalo, and
Binghamton locations.

12. Provide for critical government services that address the health, safety, and welfare needs of New
York State.

13.Enforce code compliance.

14.Maintain readiness.

15.Maintain essential contractor services to include maintenance of facility and grounds, supply
orders, and food services.

16.Manage and provide communications to all personnel.

17.Provide emergency public warnings of severe weather and emergency situations.

18.Review, coordinate, and facilitate emergency preparedness training for the public and private
sector.

19.Maintaining EOC management.

20.Maintain Emergency 911 Communications.

21.Maintain the security of the facility.

22.Maintaining payroll.

23.Manage the State Emergency Operations Center (SEQC).

24 Maintain ability to issue payroll to employees, including regional offices.

25. Administer payroll.

26. Ability to communicate in general (between state agencies, counties, public).

27.Maintain compliance with all applicable municipal, county, and State legal requirements.

28.Maintain training programs.

29.Provide personnel to serve as a Liaison with Federal, State, and local response entities in the
State EOC.

30.Provide the Governor's Office with an initial damage assessment to determine if an event should

be declared a State of Emergency.

F -8 -
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Sample Mission NYS DHSES/OEM - Planning Section
Essential Functions May 2023



